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1. FOREWORD
The review of the lessons learned from
the Metropolitan Police Service’s
investigation of Home Office leaks is a
complex matter affecting Parliament, the
Cabinet Office, the Home Office, the
Metropolitan Police Service and the
Crown Prosecution Service, not to
mention senior individuals in public life.
The investigation into a series of leaks
from the Home Office was regrettably
not a successful enterprise. Sadly other
criminal investigations involving
Parliament and its members are not rare
given the experience of the last three
years. We must therefore anticipate that
there will be similar events in the future
and plan to avoid repetition of the
circumstances which are the hallmark of
this case.

The report provides a broad outline of
the sequence of events only as an aid to
identifying critical issues for the police
and those they worked with on leaks
affecting the Home Office in 2008.
I have not sought to adjudicate on the
findings of the several individuals and
bodies that have already looked at this
issue. I have focussed on the value of
involving the police in high profile
enquiries concerning Members of
Parliament, officials and others where a
criminal prosecution is an option, but not
necessarily the only way to bring
resolution to problems encountered in
the functioning of Government.

Denis O’Connor CBE QPM
Her Majesty’s Chief Inspector of
Constabulary
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2. EXECUTIVE SUMMARY
2.1 In November 2008 the Metropolitan
Police Service started an investigation into
a series of leaks from the Home Office.
This resulted in the arrest of Christopher
Galley, a civil servant; and Damian Green,
a Member of Parliament (MP). In April
2009, having considered the evidence, the
Director of Public Prosecutions
announced that no charges would be
brought against either man.
2.2 The arrest of Damian Green MP, a
prominent front bench opposition
spokesman, and the search of his
Parliamentary office, attracted
widespread criticism from the media and
other Members of Parliament. This review
is in addition to those already conducted
into aspects of the case, its focus being
upon the lessons learned from the police
investigation.
2.3 As we now know the Home Office
leaks attributable to Christopher Galley
were not a threat to national security and
yet the police became involved in an
investigation. They did so as a result of a
convergence of events; concern over the
potential threat; and Cabinet Office
guidelines which, on some readings, could
be seen to have encouraged a police
investigation. These guidelines allow not
just for police investigation but also refer
to matters relating to serious interference
with the functions of Government.
Departments and the Cabinet Office
should have the capability to deal with
the matter and should not have to rely on

the police. The smooth running of
Government is an understandable
concern but not an obvious matter for
the police. Once the investigation had
commenced the police believed they had
a duty to pursue the evidence and to act
‘without fear or favour’.
2.4 This review has illustrated that noble
intentions are not good enough on their
own when applied to high profile cases. In
future, the police when acting ‘without
fear or favour’ should do so based upon
an assessment of the likelihood of
success and realisation of outcomes. Such
an assessment will be based on issues
such as proportionality, seriousness,
public interest, costs etc. Such cases will
always involve making difficult choices
and there must be an acceptance that by
applying these tests the police may
decide not to investigate or arrest
politicians. The lessons learned from this
and other more recent cases involving
Parliament, Members of Parliament,
officials and the police should inform a
process for an appropriate police
response which preserves the dignity of
Parliament. However, nothing will prevent
the police from commencing an
investigation into any individual should
they believe that it is warranted.
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3. RECOMMENDATIONS
This review has identified four
recommendations which I believe will
achieve this aim:

Recommendation 1

That the Metropolitan Police Service
together with the Association of
Chief Police Officers (ACPO), review
and formalise guidance on police
investigations involving high impact
cases, to fully incorporate the
principles of ‘without fear or favour’.

Recommendation 2

That the Cabinet Office reviews the
Civil Service’s capability to respond
to leaks and facilitates the
development of appropriate
standards of preventative security
and investigation in accordance with
departmental risks.

Recommendation 3

That the Cabinet Office reviews its
guidance to departments on leak
investigations to clarify that police
will have the lead in Official Secrets
Act inquiries or other very
exceptionally serious criminality, but
that the Cabinet Office/departments
will deal with other leaks and agree
the guidance with police.

Recommendation 4

The police, Cabinet Office and
Crown Prosecution Service jointly
agree a protocol that provides
checks and balances for future
investigations recognising that
decisions on the conduct of
investigations must ultimately rest
with the police.
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4. INTRODUCTION
4.1 In October 2008 the Metropolitan
Police Service received a request from the
Cabinet Office to investigate a number of
unauthorised leaks of information from
the Home Office. Following some CPS
consultation and approval from senior
officers, investigators from the Counter
Terrorist Command (SO15) subsequently
arrested Christopher Galley, a Home
Office civil servant; and Damian Green
MP, a Conservative front bench
spokesman, for offences connected to
the leaks.
4.2 As a result of these events, this high
profile case was to be the subject of a
number of reviews. In December 2008 the
Acting Commissioner of the Metropolitan
Police Service1 asked Sir Ian Johnston, as
Chair of the ACPO Crime Committee, to
review certain aspects of the case known
as ‘Operation Miser’. In April 2009 the
House of Commons Home Affairs
Committee published a report entitled
Policing Process of Home Office Leaks
Inquiry2. Finally, in July 2009 the House of
Commons Public Administration Select
Committee published a report entitled
Leaks and Whistleblowing in Whitehall 3.

4.3 Sir Ian Johnston’s review4 was
conducted against a very tight timescale
of 14 days. The Acting Commissioner
requested that the review give a
professional view on a number of areas
including the proportionality of police
action, the conduct of the investigation,
and its future direction. Reviews
conducted during the course of an
investigation can only reflect a particular
point in time. Often the evidence collated
thereafter can markedly change the sense
and emphasis of any such review. To
undertake this task and gain a thorough
understanding of every element was
extremely challenging and has almost
inevitably led to subsequent disquiet
about the content of the Sir Ian’s report
particularly where the investigative
picture was still in development.
4.4 As a result, these matters have been
raised with Sir Ian and, following
consultations, relevant redactions to his
original report have been agreed with the
Metropolitan Police Service to prevent
any misunderstanding. These are reflected
in the final version of the report released
by the Commissioner of the Metropolitan
Police Service, which for ease of reference
appears in Annex ‘A’ of this review.5
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4.5 During her evidence to the Home
Affairs Committee on 20 January 2009,
the then Home Secretary, the Rt. Hon.
Jacqui Smith MP, undertook to instigate a
review into the conduct of the leak
inquiry once any proceedings relating to
the investigation had been determined.
4.6 On 16 April 2009 the Director of
Public Prosecutions (DPP) Keir Starmer QC
announced that no charges should be
brought against either Christopher Galley
or Damian Green following the
Metropolitan Police Service investigation
into the leaks of information from the
Home Office.
4.7 Following the DPP’s decision, the
Home Secretary asked Her Majesty’s Chief
Inspector of Constabulary to review the
case. The Terms of Reference for the
review were set as follows:
“To undertake a review of the lessons
learned from the Metropolitan Police
investigation into Home Office leaks.”
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5. METHODOLOGY
5.1 This review is underpinned by a
methodology that encompasses:
■

■
■

■

■

Interviews with principals involved in
the case;
Interviews with other key stakeholders;
Analysis of written material relative to
the case including:
– Sir Ian Johnston’s Review;
– Home Affairs Committee report;
– Public Administration Select
Committee report.
Preparation and delivery of a report
for the Home Secretary, and
Publication of this report and Sir Ian
Johnston’s Review of ‘Operation Miser’.

5.2 This review will not analyse other
reports in detail other than to provide an
account of events and outline whether
those reports present a practical way
forward in relation to future investigative
practice on leaks.
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6. BACKGROUND
6.1 “Leaks have long been an occupational
hazard in government. They are widely seen
as damaging”6. In essence there are two
important variants on ‘disclosure’ of official
information, that which is authorised by
ministers and the unauthorised disclosure
of information from civil servants.

issued to those departments by the
Cabinet Office. It is responsible for
formulating security policy standards for
Her Majesty’s Government and ensuring
the operational delivery of such policy. It
also has a role in providing advice and
assistance to departments.

6.2 It is quite clear that civil servants have
a duty of confidence in respect of
information as required under the Civil
Service Code 2006 which states that they
“must not disclose official information
without authority.”7

6.6 In some exceptional situations the
police may be asked to investigate the
circumstances of leaks. This function has
traditionally fallen to SO15 (formerly
Special Branch). The history of
investigations into unauthorised
disclosures, whether carried out by the
police or conducted internally, has been
that they rarely identify the source of a
leak, with some notable exceptions.

6.3 Not every unauthorised disclosure of
information amounts to a criminal
offence. When the Official Secrets Act
1989 was introduced the Home Secretary
said “We asked the House today to agree
in principle that the criminal law should
be prised away from the great bulk of
official information.”8 The Act identifies
six categories of information whose
disclosure might be subject to criminal
sanctions9. In relation to this case the
category of security and intelligence is
relevant and the subject of comment later
in this report.
6.4 This principle was further reinforced
by the Freedom of Information Act 2000,
the effect of which could in certain
circumstances legitimise a civil servant
disclosing government information.
6.5 The majority of leaks are investigated
internally within Government
departments in accordance with guidance

6.7 The source of leaks is a complex
factor in any investigation because there
is a widely held view outside government
that “the majority of leaks tended to be
political in origin, primarily coming from
special advisors or ministers, and
undertaken with political goals in mind.”10
6.8 Leaks from Government are a
perennial issue and need a measured
proportionate response, because the
public interest associated with them is
always likely to be in dispute, as it was in
this case. The proportionality of the
response to leaks is further influenced by
the high threshold required for a
prosecution for offences under the Official
Secrets Act 1989 and the Common Law
offence of ‘Misconduct in a Public Office’.
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7. SUMMARY OF EVENTS
7.1 The referral
7.1.1 During the summer of 2008 there was
discussion between the Home Office and
the Cabinet Office about the persistence
and impact of leaks from the Home
Office, the source of which was unknown
at the time. Both Departments were
concerned that there was clearly a person
or persons close to the centre of the
Home Office with possible access to
secret material, putting security at risk.
The Cabinet Office was particularly
concerned that there might be a link
between these leaks and earlier leaks
affecting national security. It was,
therefore, agreed that the Cabinet Office
should approach the police about
involving them in the investigation.
7.1.2 There had been 31 leaks of
information over the previous 4 years, of
which 20 had occurred between February
2006 and September 2008. All of the
leaks, with the exception of one classified
as ‘Secret’, were either ‘Unclassified’ or
‘Restricted’. The effect of the leaks was
said to be “damaging trust within and
confidence in the Home Office and
particularly harming relationships
between Ministers and officials”.11
7.1.3 The opportunity to involve the
police in the investigation of leaks
occurred as a result of two significantly
important Cabinet Office documents. The
first was a draft protocol between the
Cabinet Office and SO15 entitled

“Handling unauthorised disclosures and
national security cases”. Paragraph 2 of
this document refers to “handling cases in
which a criminal investigation is or may be
commenced under the Official Secrets
Act 1989”, whilst paragraph 27 refers to
handling such cases “Where it is believed
that an offence under the Official Secrets
Act 1989 or any other serious criminal
offence may have been committed.”
7.1.4 The second Cabinet Office document
is entitled Guidance on leak investigation
policy and procedures which is issued to
all Government departments. Within the
guidance is a leak threshold table where
reference is made to a potential police
investigation in circumstances where
serious leaking is “Serious and damaging
interference with the functions of
government”. The effect of both
documents will be highlighted in detail
later in this report but suffice to say they
provide a rationale in this case for inviting
a police investigation of the Home Office
leaks below the ‘Secret’ level.
7.1.5 Following the discussions between
the Home Office and Cabinet Office, on 8
October 2008 the Cabinet Office wrote a
letter to the Assistant Commissioner
Specialist Operations in the Metropolitan
Police Service asking whether the police
would investigate a series of leaks. The
letter referred to the Home Office leaks
and, despite the fact that all but one of
the unauthorised disclosures were not at
secret level, stated “We are in no doubt
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that there has been considerable damage
to national security already as a result of
some of these leaks and we are
concerned that the potential for future
damage is significant.”12
7.1.6 The reference in the letter was later
commented upon by the Home Affairs
Committee who said “We think it was
unhelpful to give the police the
impression that the Home Office leaker(s)
had already caused considerable damage
to national security.”13 When invited to
comment, the author of the letter
explained there had been a number of
previous cross government leaks of
material classified as ‘Secret’, which might
have been attributed to the Home Office.
The source of the leaks had not been
resolved as a result of previous
investigations by SO15 and, whilst there
was no direct evidence to link the more
recent Home Office leaks with those
investigations, they might have been
associated. It was in the mind of those
involved at this stage that a fresh police
investigation could establish evidence of
a connection between the two sets of
leaks and identify their source.
7.1.7 In response to the request from the
Cabinet Office the police agreed that,
subject to a scoping exercise being
conducted to establish if any criminal
offences had been committed, an
investigation would commence. This
scoping exercise took place during the
remainder of October 2008.

working in the Home Office Strategy Unit
named Christopher Galley as a strong
suspect in relation to five leaks occurring
from October 2007 to September 2008.
These leaks were either ‘Unclassified’ or
classified as ‘Restricted’.
7.1.9 As a result of this revelation, on
22 October 2008 officers held a
consultation limited to a general set of
facts with the Crown Prosecution Service.
The consultation concluded that there
did not appear to be sufficient evidence
to constitute an offence under the
Official Secrets Act 1989, but the
behaviour of a serial leaker might amount
to a common law offence of ‘Misconduct
in a Public Office’.
7.1.10 By 31 October 2008 the scoping
exercise had been completed.
Christopher Galley was suspected of
being responsible for the leaks and would
be investigated for an offence of
‘Misconduct in a Public Office’. Although
the focus of the investigation was to be
the five identified leaks the police were
also aware of their previous unsuccessful
Official Secrets Act investigations and did
not discount the possibility of discovering
evidence linked to these previous, more
serious leaks.

7.1.8 During the same time frame a
Cabinet Office internal investigator was
conducting an investigation of Home
Office leaks which had begun in
September 2008. This investigation
identified a Senior Personal Secretary
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7.2 The investigation
7.2.1 Once the investigation had
commenced the police concentrated
their efforts pursuing lines of enquiry to
gather evidence. They were at the early
stages of the investigation and whilst
Christopher Galley remained a strong
suspect they were also pursuing other
lines of enquiry. During this time it was
agreed that Mr Galley should remain in
his post as Senior Personal Secretary
whilst enquiries continued. This was to
change when a further unauthorised
disclosure of information from the Home
Office was published in a national
newspaper on 15 November 2008.14
7.2.2 Once again investigators strongly
suspected Christopher Galley of this leak
and it was decided he could no longer be
allowed to remain in his role at work
without risking further disclosures of
Home Office information. As a result of
this development, at 5.50 am on 19
November 2008 Christopher Galley was
arrested at his home address for an
offence of ‘Misconduct in a Public Office’.
7.2.3 During his time in custody
Christopher Galley admitted
responsibility for four unauthorised
disclosures of Home Office information.
He denied passing the information to any
journalist, but admitted passing the
information to Damian Green MP, a front
bench spokesman for the Opposition.
Letters from the MP on House of
Commons’ headed note paper which
were recovered from Christopher Galley’s
home address confirmed this assertion.
Christopher Galley stated his motivation
for leaking the information was to win
favour with a prominent member of the
Conservative party in the expectation he

might secure employment with them.
Christopher Galley was released from
custody on police bail at 11.00 pm the
same day, pending further enquiries.
7.2.4 At 10.00 am on 21 November 2008
Christopher Galley attended Paddington
Green Police Station on a voluntary basis
and was re-arrested. On this occasion he
provided further information regarding his
involvement and after interview was
released on bail.
7.2.5 Christopher Galley’s revelations
regarding his association with Damian
Green were immediately reported to
senior officers. They identified there were
challenging issues to be addressed before
making decisions on the most appropriate
course of action to take in relation to the
MP, such as the option to search Damian
Green’s Parliamentary office and how
Parliamentary Privilege might impact on
the investigation.
7.2.6 With regard to these two issues,
following Christopher Galley’s release,
early contact was made with the Serjeant
at Arms at the Palace of Westminster and
with the Crown Prosecution Service.
Advice was also sought from the
Metropolitan Police Service Legal Services.
7.2.7 Following the disclosures by Galley,
the Metropolitan Police approached the
Crown Prosecution Service regarding
potential offences which might have been
committed by a Member of Parliament. At
the request of the police they provided
advice which was restricted to the offence
type committed by the MP. While arrest
and search are matters for the police,
issues of proportionality and potential
value are matters upon which the CPS can
have a view but as far as we can ascertain,
such views were not sought.
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7.2.8 Discussions with the Serjeant at
Arms were at this early stage restricted to
general advice about searching an MP’s
office at the Palace of Westminster.
Details of the specific MP were not given
at this time.

the arrest and searches should be
discreet, with the minimum of disruption.
In particular it was agreed that, if possible,
the arrest would be carried out at the
MP’s home address and not in the
presence of his children.18

7.2.9 Following these events, on the 26
November 2008 two strategic meetings15
(known as Gold Groups) were held to
consider what further action should be
taken in respect of the investigation. The
meetings were attended by a number of
senior officers and some senior members
of the investigation team. Cabinet Office
staff were not present. Detailed
consideration was given to what action
should be taken regarding Damian Green.
It was agreed there were grounds to
interview Damian Green to determine his
role in the leaks either by requesting his
voluntary attendance at a police station to
be interviewed or by effecting his arrest.
The meeting recognised the implications
of depriving a high profile Member of
Parliament of his liberty but concluded,
given the seriousness of the offence, the
public interest and a number of other
considerations around evidence, that they
should arrest him as the police had a duty
to “act without fear or favour”.16

7.2.12 On the same day search warrants
were obtained from the court for Damian
Green’s home addresses and his
constituency office in Kent. In respect of
his Parliamentary office further
discussions were held with the Serjeant at
Arms, who was invited to give consent to
search his office under the provisions of
the Police and Criminal Evidence Act 1984
(PACE) and accompanying Codes of
Practice. The Serjeant at Arms gave
written consent the following day having
first sought advice from other
Parliamentary officials.

7.2.10 The second Gold Group meeting
was held following a briefing to the
Deputy Commissioner17 about the
decision of the group to arrest Damian
Green. During the second meeting
cognisance was given to the views of the
Deputy Commissioner as they related to
the manner of Damian Green’s arrest.
7.2.11 Further consideration was given to
the arrangements for the arrest of
Damian Green and searching premises
connected to him. The meeting decided

7.2.13 Recognising the media impact of
arresting a prominent MP, the Gold Group
developed a response for handling media
interest,19 as well as identifying persons
who should be notified of his arrest.20 The
intention was for senior officers to
communicate the news of Damian Green’s
arrest to key stakeholders near to the
time of the arrest. The Home Secretary,
Home Office and the Mayor of London in
his capacity as Chair of the Metropolitan
Police Authority were included in this list.
7.2.14 Officers having failed to locate him
earlier at home on 27 November 2008,
Damian Green was eventually arrested in
Kent at 1.37 pm that day on suspicion of
offences relating to ‘Misconduct in Public
Office’. Shortly after his arrest Damian
Green indicated the files the police
sought would be found in his
Parliamentary office – later confirmed
during its search.
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7.2.15 Damian Green was subsequently
interviewed at a police station in the
presence of his legal advisor. At 11.09 pm
the same day he was released on police
bail to return on 17 February 2009 pending
further enquiries.
7.2.16 The investigation continued
thereafter as did further consultation
with the Crown Prosecution Service.
However between 2 and 16 December
2008,21 it was the subject of a review by
Sir Ian Johnston, the then Chief Constable
of the British Transport Police.
7.2.17 The investigation continued until
the provision of a case file to the Crown
Prosecution Service on 9 April 2009. The
submission of this file was delayed whilst
legal representatives resolved issues
relating to Parliamentary Privilege.

7.2.18 On 16 April 2009 the Director of
Public Prosecutions decided there was no
realistic prospect of a conviction against
either Damian Green or Christopher
Galley.22 In particular he highlighted his
application of the Attorney General’s
Reference No 3 of 2003(2004) EWCA Crim
868 where the Court of Appeal held that
in a case of ‘Misconduct in a Public Office’
the threshold for a successful prosecution
is a high one. Whilst the Director of Public
Prosecutions noted that a police
investigation was inevitable given the
pattern of leaks, he stated “the overall
evidence of damage in this case is not
capable of meeting the threshold
necessary for the institution of criminal
proceedings.”
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8. FINDINGS
8.1 D
 ecision to involve the
police
8.1.1 There was a history of the
Metropolitan Police Service investigating
breaches of the Official Secrets Act 1989
and unauthorised disclosures of
information at the request of the Cabinet
Office. This arrangement was
underpinned by the Cabinet Office draft
protocol with SO1523 and the guidance
issued to government departments
regarding leak investigations.24
8.1.2 In the context of this case these two
factors were significant when considered
together. Given the police involvement in
previous unauthorised disclosure cases
there was an expectation they would
investigate the Home Office leaks. In
addition, the application of the leak
investigation guidance to departments
and the draft joint protocol enabled the
police investigation of a series of leaks
which represented a lower level of harm.
8.1.3 There is no doubt the level of
unauthorised leaks of information from
the Home Office was a source of
frustration and, to a degree,
embarrassment. They were characterised
by the Home Office Permanent Secretary
in the following terms - “These leaks were
damaging trust within and confidence in
the Home Office, and particularly
harming relationships between Ministers
and officials.”25 Against this background it
is understandable that the Home Office

turned to the Cabinet Office for
assistance even though they had also
commissioned an enquiry into the leaks
using a Cabinet Office approved internal
investigator.
8.1.4 The frequency of the leaks and the
failure to identify the sources or prevent
the leaks raises a question about the
effectiveness of the Departmental
security regime that was in place over the
period of the leaks. In particular, the
security controls were compromised in an
important part of the Home Office. Had a
risk-based approach to security been
applied in that area the level of harm
incurred might have been avoided even in
the absence of departmental trained
investigators and a lack of analytical
capability. The Department was reliant
upon the availability of Cabinet Office
internal investigators to support them in
investigating leaks. Ironically, the
identification of Christopher Galley by an
internal investigator illustrates the value
of using the skills of an experienced
investigator and reinforces the benefits of
in-house capabilities.
8.1.5 The response of the Cabinet Office
to the problem (in addition to providing
an internal investigator), was to request
the assistance of SO15. They did so
through the letter of 8 October 2008
when concern was not only expressed
about the Home Office leaks, but
reference was also made to previous leak
investigations and “considerable damage
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to national security”.26 In fact there had
been a small number of previous cross
government leaks from December 2005
to the early part of 2006 involving threats
to national security which had not been
resolved through investigation or
otherwise. Amongst these were a few
where Home Office officials might have
had access to the information concerned
but it was a possibility, no more. These
events were to all intents and purposes
conjoined to the 31 Home Office leaks by
that letter.
8.1.6 It is now clear that the vast majority
of the Home Office leaks were of a low
security classification, and the one
previously classified as Secret no longer
posed a threat to national security at the
time of referral. Despite this fact,
application of the leak guidelines to
government departments as they related
to “Serious and damaging interference in
the functions of government”27 legitimised
the request for and the deployment of
police assistance. In this case they were
invited because of persistent leaks from
the Home Office, which were believed by
the Cabinet Office to be possibly linked
to previous cross-government Official
Secrets Act leaks, but they remained
involved when other possible criminality
was revealed.
8.1.7 By convention, because of their
additional investigative capabilities and
powers, the police have in the past been
involved in investigating leaks involving
threats to national security. The police
remained engaged because they felt it
was their duty once involved to go where
the evidence took them and because any
withdrawal could have been
misinterpreted adversely as partiality one
way or another.

8.1.8 Involving the police in matters which
effectively amount to the smooth running
of government departments raises a
significant question about the
appropriateness and value of such an
approach. The police are generally
considered to be part of the state, but
not an instrument of the executive as
such. Legally and philosophically they
have a measure of independence from
the executive. This principle was upheld
in the case of Blackburn28, in Lord
Denning’s words “I have no hesitation in
holding that, like every constable in the
land, (the Commissioner of the
Metropolitan Police) should be, and is,
independent of the executive”.
8.1.9 The involvement of the police in
investigating non Official Secrets Act 1989
leaks may in exceptional cases be
appropriate but their involvement needs
to be very carefully considered in the
future, particularly if other options exist,
eg discipline procedures to deal with civil
servants who breach the Civil Service
Code. In such exceptional circumstances
the police should exercise their
operational discretion by applying the
most rigorous and thorough tests to the
value of their involvement, whether it
represents the best use of resources and
the likelihood of success. This approach is
consistent with the findings of the case of
R v Chief Constable of Sussex, ex parte
International Trader’s Ferry Limited
[1999].29 Such an approach will be the
subject of further comment later in this
report.
8.1.10 In our view the use of police
resources in this case, although well
intended was, to say the least, debatable,
especially as more information was
gathered which raised doubts about the
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wisdom of continuing with the
investigation. This was an important
consideration for the Acting
Commissioner in setting the Sir Ian
Johnston review in motion. The need to
adopt procedures whereby the intentions
of the investigation are regularly reviewed
against outcomes will be the subject of
further comment later in this report.

8.2 T
 he nature of the
investigation
8.2.1 The Home Office appointed a
Cabinet Office approved investigator to
conduct an internal inquiry into the leaks
shortly before the commencement of the
police scoping exercise. It is important to
note that it was this inquiry which
identified Christopher Galley as a suspect
who potentially had access to Private
Office documentation including ‘Secret’
material. The Department was
understandably concerned as he posed a
security risk and it was fearful as to the
extent of that risk.
8.2.2 His identification led to the scoping
activity being reduced from the initial 31
leaks originally referred by the Home
Office to 5 of a low level of security
classification, on the basis of Christopher
Galley’s suspected involvement. At this
stage it would have been possible to
cease police involvement and leave the
Home Office to deal with the matter.
8.2.3 Despite this development the
scoping exercise had not discounted the
prospect of a police investigation. The
identification of the offence of
‘Misconduct in a Public Office’ and a
belief that the pursuit of Christopher
Galley might lead to a connection with
previously investigated leaks were

considered to be relevant. There was a
lack of intelligence, let alone evidence,
for this latter assumption.
8.2.4 Once the criminal investigation had
commenced it was possible, although
challenging, to avoid the eventual
consequences. An investigation will
generally lead the police to go where the
evidence takes them in their quest to
establish facts and search for the truth, as
they work towards a criminal justice
resolution. In this case a critical point
came when Christopher Galley during
interview alleged he was passing the
information to Damian Green, MP.
8.2.5 The alleged involvement of Damian
Green was a very significant development
which was bound to lead to high levels of
public scrutiny requiring senior level
consideration by the Metropolitan Police
Service. Once it was known he was the
subject of a police investigation it was
predictable that the matter would
become high profile. Those involved in
making crucial decisions did so believing
they were acting in the public interest and
that they must act ‘without fear or
favour’.30 This is a difficult balance to
strike, especially when not all of the facts
about an individual can be known before
an arrest. In such circumstances it would
have been beneficial to have a process of
checks and balances between what a
further police investigation might reveal
and the public interest issues in the case.
They did, however, consider the
implications of searching his property and
seizing documents which might attract
Parliamentary Privilege.
8.2.6 The public do not expect the police
to be inhibited in investigations because
of the status of individuals. The emerging
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experience from a series of high profile
cases involving officials, parliamentarians
and the media in recent times is that
noble intentions need to be considered
against the added value of police
involvement, the potential use of scarce
highly skilled resources, and the likelihood
of success.
8.2.7 The notion of acting ‘without fear
or favour’ is still a relevant consideration.
Indeed the police have signalled that they
will continue to use their discretion
‘without fear or favour’ in the future,
although this sentiment will not be driven
purely by intentions but tempered by
consideration of what is likely to be
realised or the potential for a successful
outcome.
8.2.8 The Commissioner of the
Metropolitan Police Service has indicated
there are lessons to be learned in this
regard. He fully supports this shift of
emphasis in decision making which is
already being applied within his force. The
Commissioner points to the evidence of
the Metropolitan Police Service handling
of the Telegraph revelations about the
expenses of Members of Parliament to
support his contention.
8.2.9 To date this thinking has not been
formalised and had not been set out at
the time of this enquiry, but it should be
now.

8.3 Investigative issues
8.3.1 As a result of this review and that
conducted by Sir Ian Johnston on behalf
of the Acting Commissioner of the
Metropolitan Police Service, a number of
investigation related matters are worthy
of comment.

8.3.2 Some were surprised by the
Metropolitan Police Commissioner’s
decision to commission a review shortly
after Damian Green’s arrest. There is a
precedent for taking such action, in major
investigations, for example in murder, rape
and high profile cases where a review
plays an important role in providing
checks and balances as they relate to the
progress of the investigation. The only
variant in this review is that it questioned
the value and diligence of Operation
Miser. In short, the objective was to give
the Metropolitan Police Service the
benefit of a relatively considered
objective view at a crucial stage of the
inquiry. Adopting a staged approach
including reviews is sensible and is
reflected at Recommendation 4 of this
report.
8.3.3 Sir Ian Johnston concluded that the
arrest of Damian Green was not
proportionate. Senior Metropolitan Police
Service officers responsible for making
the decision sanctioning his arrest did not
and do not agree with this conclusion and
contend it was proportionate. Some but
not all the justifications are usefully
replicated in pages 18 to 20 of the
Johnston report (see Annex A). It would
not be appropriate for this review to
comment upon the weight of each set of
arguments; save to comment that for this
matter still to be contested at this stage is
regrettable. Such a situation could be
avoided by a realisation/outcome based
approach and if necessary appropriate
legal advice.
8.3.4 Sir Ian Johnston also made a number
of observations about the investigation
related to procedural issues and this
review has established that the matters
highlighted are being addressed by the
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Metropolitan Police Service. It should be
noted that some parties are passionately
contesting particular findings, while some
feel this way about the findings in general.
8.3.5 The convention that SO15 Counter
Terrorist Command will investigate
Official Secrets Act leaks and their
involvement in this case led to their being
a misleading perception as to the
seriousness and nature of the matters
under investigation. This may be seen as a
presentational issue within the police but
it will almost certainly have wider
repercussions.
8.3.6 The difficulties posed for lawyers
and police officers alike in respect of
Parliamentary Privilege have been a
common theme arising out of both
reviews. The absence of a clearly
established procedure to inform the most
effective way of resolving such claims
ultimately contributed to delays in the
decision not to charge either man. The
Speaker has created a protocol placing
himself as the point of contact for
investigations seeking the execution of
warrants. Procedures do exist elsewhere
in other constitutions as to how
Parliamentary Privilege is dealt with during
the course of police investigations.31
8.3.7 The searching of Damian Green’s
office in Parliament without a search
warrant caused considerable disquiet. The
police were actually following the
procedures prescribed in the Police and
Criminal Evidence Act 1984, Code of
Practice B32 and were legally obliged to
pursue the option of gaining consent to
search his office before considering the
option of obtaining a search warrant. This
was subsequently acknowledged by the

Home Affairs Committee report which
stated “The police were following the
procedure set down in statute”.33
8.3.8 The Home Affairs Committee also
recommended the adoption of a protocol
setting out the exceptional circumstances
in which a politician would be informed
of any police operation. This was a
reference to the Mayor of London in his
capacity as Chair of the Metropolitan
Police Authority being informed of
Damian Green’s arrest shortly before it
occurred. Nationally, it is recognised by
the Association of Chief Police Officers as
good practice that the police carry out
community impact assessments in
relation to high profile and sensitive
operations. The consequence of the
assessment is that frequently in such
cases, Chief Officers inform Police
Authority Chairs, as well as other
community leaders. When they choose to
do so is an issue of timing which is often
influenced by operational considerations.
I, therefore, do not believe a protocol is
necessary. It is sensible to alert those in
positions of responsibility who do not
have an immediate conflict of interest but
will have to respond to the consequences
of high profile police action.
8.3.9 Furthermore, the potential for a
perceived conflict of interest in respect
of the Home Office and Cabinet Office
was recognised. To avoid any suggestion
of political interference these
Government Departments and their
Ministers were not informed of the
progress of the investigation, including
Damian Green’s arrest, until shortly before
that event. This decision was justified on
the grounds of operational confidentiality
and in the future should be balanced with
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the need for key stakeholders to be
involved in constantly reviewing the case
providing there is no conflict of interest.
8.3.10 The benefits of police investigators
obtaining early legal advice from the
Crown Prosecution Service in serious
crime cases is recognised as best practice
nationally by both organisations. In this
case SO15 did seek such advice during
the scoping phase, prior to the arrest of
Damian Green and thereafter during the
case file preparation phase. Early
consultation by the police was largely
oral and restricted to general advice
concerning offence type and provided at
an appropriate level within the Crown
Prosecution Service. Once it was known
a Member of Parliament was involved
the case was kept under constant review
at a senior level within the Crown
Prosecution Service.
8.3.11 The use of the offence of
‘Misconduct in a Public Office’ was a key
influence in this case. Early advice from
the Crown Prosecution Service to the
police, which was limited to offence type,
suggested the circumstances of the Home
Office leaks may have amounted to such
an offence. This advice was subsequently
supplemented by guidance contained
within the Attorney General’s Reference
No 3 of 2003 as it relates to the high level
of threshold required to secure a
prosecution in such offences. The
principle in the Reference stated “The
threshold is a high one requiring conduct
so far below acceptable standards as to
amount to an abuse of public trust in the
office holder.” It is not clear to what
extent this advice was applied in respect
of police actions.
8.3.12 This approach contrasts sharply
with that taken by the two organisations

in respect of the Parliamentary expenses
case though it is acknowledged in the
case under review that the implications
were obvious from the outset. Here a
more formal approach by more senior
representatives from the Metropolitan
Police Service and Crown Prosecution
Service was employed from an early stage
of referral. Those involved in
consideration of the case were able to
assess issues such as likely outcomes,
options for resolving allegations and the
most appropriate use of police resources.
This approach has real merit and could be
part of a model for dealing with other
high profile, complex and sensitive cases
involving Parliament.
8.3.13 The challenges for the police
associated with investigating leak
investigations have been ably
demonstrated in this case. The Official
Secrets Act 1989 removed from the
protection of the criminal law the vast
majority of official information, as was
the position in this case. The use of the
offence of ‘Misconduct in a Public Office’
requires a high threshold and many
interviewed expressed reservations about
the appropriateness of such an offence,
given the constraints imposed by current
legislation and the difficulties of securing
a conviction for such matters. Concern
was also expressed in 1997 by the
Committee on Standards in Public Life
who stated “A common law offence of
‘Misconduct in a Public Office’ exists at
present and prosecutions are still
undertaken from time to time. We believe
that a new statutory offence should be
developed from the common law
offence.”34 To date the law has not been
amended, but it further illustrates the
reservations held by many regarding this
offence and the difficulties of applying it
to an investigation.

18 HMIC Review of the lessons learned from the Metropolitan Police Service’s investigation of Home Office leaks

9. CoNCLUSIONS
9.1 Experience tells us that the
investigation of leaks, particularly those
involving national security or with a
political dimension, are fraught with
difficulties. In this case a number of wellmotivated people inside and outside
policing were caught up with dealing with
leaks which had come from the Home
Office over a four year period. Their
intentions were to staunch the leaks and
to potentially discover the sources of
leaks of national security material but
realisation proved difficult and the
outcome problematic.
9.2 When the stakes are high,
commensurate measures should be put
in place to thoroughly test the value of
police involvement and the likelihood
of success.
9.3 After due consideration of the police
response and the role other bodies
played, this review makes four
recommendations:-

9.1 Emerging guidance
9.1.1 The lesson learned from this and
other high profile cases with similar
characteristics is that there needs to be a
formalisation of best practice as it relates
to sensitive and high impact cases.
Investigations with Parliamentary
implications are relatively rare and are not
guaranteed to occur within a predictable
timeframe. For this reason there are clear
benefits in capturing best practice for the

benefit of those charged with the
responsibility of conducting enquiries in
the future.
9.1.2 The police need to be able to retain
their impartiality and exercise discretion
acting ‘without fear or favour’. In doing so
they need to be confident of moving from
a ‘without fear or favour’ approach based
on intentions to one that also considers
the likely realisation and outcomes.
9.1.3 The challenge is to ensure that the
intention of the investigation is subject to
tests as they relate to: the value of police
involvement (including the cost in money
and reputation terms); whether the
commitment of scarce highly skilled
investigative resources could be more
effectively deployed; and the likelihood
of success. In regard to the last test the
police should be willing not to proceed
and be prepared to stand by their
decisions ‘without fear or favour’ where
tests are not fulfilled. Decisions should be
capable of being justified in an open and
transparent fashion.

Recommendation 1

That the Metropolitan Police Service
together with the Association of
Chief Police Officers (ACPO), review
and formalise guidance on police
investigations involving high impact
cases, to fully incorporate the
principles of ‘without fear or favour’.
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9.2 G
 overnment
departmental capability

9.3 C
 abinet Office and
departmental guidance

9.2.1 For the police to be more
appropriately deployed in the future, it
would be helpful if Cabinet Office/
departments could operate to an agreed
standard of security in relation to
prevention and investigation. In the
absence of effective response the Home
Office leaks continued over a four year
period with corrosive consequences. In
the future departments should adopt a
risk based approach to protective security
with analytical, investigative and
preventative capabilities. This approach
allows for some cost efficiency, for
example in the area of vetting, to, in part,
offset any funding implications. The
Home Office Permanent Secretary has
welcomed this proposal and is reviewing
steps to improve the department’s
capabilities.

9.3.1 Given the high threshold for
prosecution in leak cases, this should be
reflected in the guidance issued by the
Cabinet Office so that police are not
likely to be deployed when offences do
not meet the Official Secrets Act 1989
levels. Alternatives could be considered in
very exceptional cases which could
seriously threaten the well being of the
UK in, for example, economic terms.
Government departments of course
retain the same duty as everyone else to
report suspected breaches of the criminal
law to the police. Departmental and crossgovernment matters, including leaks
which are embarrassing, should be
addressed through internal security
procedures. The greater the clarity
between these two positions the better
they will operate.

Recommendation 2

That the Cabinet Office reviews the
Civil Service’s capability to respond
to leaks and facilitates the
development of appropriate
standards of preventative security
and investigation in accordance with
departmental risks.

Recommendation 3

That the Cabinet Office review its
guidance to departments on leak
investigations to clarify that police
will have the lead in Official Secrets
Act inquiries or other very
exceptionally serious criminality but
that the Cabinet Office/departments
will deal with other leaks and agree
the guidance with police.
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9.4 A
 protocol for future
investigations
9.4.1 In order to inform police and other
stakeholders as to the criteria for
involving the police in future leak
investigations, an illustrative outline of a
series of checks and balances in the form
of a protocol is provided at Annex ‘B’. The
aim of the protocol is to develop a staged
process between the police, the Crown
Prosecution Service, Cabinet Office and a
designated Parliamentary official to deal
with investigations of this nature. The
Protocol describes a process which
encourages key stakeholders to
contribute to the decision making, whilst
recognising the independence of each
organisation. The aim is to apply a
discipline of supportive, collective
reasoning to a wide range of
considerations including likelihood of
success and assessment of outcomes. In
making this recommendation it is
suggested the Protocol can be applied
more widely to other allegations of
serious crimes involving Parliament,
Members of Parliament and officials.

Recommendation 4

That the police, Cabinet Office and
Crown Prosecution Service jointly
agree a protocol that provides checks
and balances for future investigations
recognising that decisions on the
conduct of investigations must
ultimately rest with the police.
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ANNEX B

Protocol on leak investigations

Introduction
Cabinet Office (CO) guidelines concerning
leak investigations should be informed by
the lessons learned from the
Metropolitan Police Service (MPS)
investigation into Home Office leaks
conducted in 2008. Any revised guidelines
should be endorsed by the CO, MPS and
Director of Public Prosecutions (DPP) and
underpinned by an agreed protocol.
In future leak investigations there should
be a presumption in favour of the police
not being involved unless there are:
a) Reasonable grounds for believing an
offence under the Official Secrets Act
1989 (OSA) has been committed.

In cases where a Member of Parliament is
suspected of an offence the impact of
Parliamentary Privilege must be addressed
and constantly assessed at every step of
the leak investigation process. Ideally this
would be through a designated
Parliamentary official acting as a Single
Point of Contact (SPOC) but
unfortunately it has not been possible to
formalise such an arrangement within the
timescales of the review.
It is suggested future working practices
should be determined by the attached
model which describes a staged approach
process. The model defines a 7 step
approach to investigating leaks.

b) Reasonable grounds for believing a
serious criminal offence has been
committed as an integral part of a
leak(s), such as the example where an
official is subject to bribery or
corruption, or very exceptional cases
which seriously threaten the UK in
economic or integrity terms.
The Official Secrets Act 1989 removed the
protection of the criminal law as it relates
to the disclosure of information other
than that which is sensitive or important.
The police should not investigate leaks
which only have the effect of causing
embarrassment to Government or no
more disruption to the effective running
of Government Departments than any
leak would inevitably carry.
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Step 1 – Internal investigation

Step 3 – The Gateway Process

It is the responsibility of Government
Departments to ensure they have a
security regime in place which: is fit for
purpose; prevents leaks; encompasses
whistle blowing; and fosters a culture of
integrity regarding disclosure of
information. Leaks should be investigated
by suitably experienced internal
investigators capable of exploiting
investigative opportunities, with analytical
support when appropriate. Before referral
to the CO, Departments should be able
to present a clear intelligence/evidence
based package, meeting the threshold
required to instigate police involvement.

The Gateway can be accessed only
through nominated Single Points of
Contact (SPOCs). These SPOCs should
occupy senior executive positions within
the CO and other relevant participant
organisations. In the case of the MPS the
level has been suggested at Deputy
Commissioner. The DPP and
Commissioner of the MPS have agreed to
high level Gateway representation as a
useful development. Other
representatives may be invited to attend
as appropriate. The panel of SPOCs will
assess the strength of the intelligence/
evidence package and decide whether it
meets the threshold for police
investigation. At this early stage the panel
should consider likely outcomes and
other resolution options, eg using
appropriate regulatory authorities;
whether an investigation represents the
best use of police resources; and if it is in
the public interest to investigate. The
panel might also require further scoping
of the case to take place before deciding
upon the next step. Each organisation
represented clearly has its own
responsibilities and independence in this
process; the objective is to see if
collective agreement can be secured on
the value of going forward. It is also
understood, that at any stage, each of
these organisations can exercise their
individual independence as necessary
given their different roles. Not
withstanding this principle, in
extraordinary circumstances it may be
necessary for the police to act outside
these guidelines and not to fetter their
independence by doing so. These
situations would be exceptional and
require a transparent rationale for taking
such action.

Step 2 – Meeting the threshold
for police involvement
The threshold for police involvement is
high. Only in leak cases where the CO
believes there is intelligence/evidence to
suggest the criteria of Official Secrets Act
criminality has been reached or in leak
cases where the criteria has not been
reached but there is compelling grounds
to suspect a serious offence (as described
in the introduction) has been committed
should a case be presented to the
Gateway process. Before moving to the
Gateway stage, consideration should be
given to the proportionality of police
involvement, likely outcomes and other
internal resolution options.
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Step 4 – Scoping

Step 6 – Regular review

The Gateway Panel may request further
work to assist in their considerations of
the most appropriate course of action.
This may be undertaken by the CO/
Department or jointly with the police if
they are able to bring added value to the
process. If the police are engaged it
should be clearly understood that this is
not the start of an investigation, which
should only commence once agreed by
the Gateway Panel. Whilst undertaking
the scoping, cognisance should be taken
of the criteria applied in the Gateway.

This should be an ongoing process
involving the Police, CPS and any other
representative adding value. It is
suggested that the introduction of
someone not forming part of the
investigation command team, who can
independently challenge decision making,
would be an asset to the quality of
decision making. The purpose of the
review is to take stock of the
investigation. By considering the likely
outcomes, resolution options and other
relevant factors, the review will be
capable of deciding the most appropriate
course of action. In doing so, levels of
actual harm or damage as revealed by the
investigation will inform the police/CPS
decisions as to public interest.

Step 5 – Police investigation
Once an investigation has commenced
progress should be regularly reviewed
against all resolution options including
ceasing to investigate. In common with
national best practice derived from other
high risk cases, police will establish an
early relationship with a senior level CPS
lawyer and take advice at key stages of
the investigation. When the investigation
has Parliamentary implications, seeking
advice from a Parliamentary official at an
appropriate stage of the investigation
would be advisable. Both these
relationships should be separate to any
formal police review process.

Step 7 – Resolution options
At the conclusion of the investigation –
assuming it has passed through the review
process – there will be a determination of
how the case will be concluded. The DPP
will first decide whether any criminal
proceedings should be pursued. In the
event of there being no proceedings
other resolution options should be
considered.
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